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Global mode Name of a component

Failure mode Potential failure modes 

Possible cause The most probable causes associated with the assumed failure mode 

Local effects Caused changes in the component behaviour 

System effects Caused changes in the system behaviour 

Detection A description of the methods by which occurrence of the failure 

mode is detected 

Remedial action Actions to tolerate the failure 

GMj

Ui GMt

Uk

GMt



Mode GMj

Failure mode Unit Ui failure with an available spare 

Possible cause Hardware failure 

Local effects Reconfiguration between unit branches. Change of unit status 

System effects Remain the current global mode 

Detection Comparison of received data with the predicted one 

Remedial 

action 

Target 

mode 
Precondition Action 

GMj

A state transition error in the 

nominal branch of Ui. 

For a nominal branch of

unit Ui, the status is set to 

Unlocked, and 

reconfiguration between 

branches is initiated. 

Insufficient usability of a 

selected nominal branch of Ui. 

 

Mode GMj

Failure mode Unit Ui failure without an available spare 

Possible cause Hardware failure 

Local effects Loss of preciseness in unit output data. Change of unit status 

System effects Switch to a degraded mode 

Detection Comparison of received data with the predicted one 

Remedial 

action 

Target 

mode 
Precondition Action 

GMt, 

t < j 

A state transition error in the 

redundant branch of Ui. No 

state transition error in the 

redundant branch of Uk. 

For unit Ui, any ongoing 

unit reconfiguration is 

aborted. For each branch in 

unit Ui, the status is set to 

Unlocked, and a state 

transition to non-

operational state is 

initiated. 

Insufficient usability of a 

selected redundant branch of 

Ui. No branch state transition 

error. No problem on the 

redundant branch of Uk. 



Scenario ∈ MODES ↔ MODES

↔

Mode Order = Scenario∗

∗

˜

Error Handling : MODES × UNIT ERRORS → MODES

Mode entry cond :

MODES → P(UNIT MODES11 × · · · × UNIT MODESjm)

P(T ) T 11 . . . jm

1 . . . j 1 . . .m

In Reconfig = Reconfig(U1) ∨ · · · ∨Reconfig(Um)



Reconfig(U1) . . . Reconfig(Um)
1 . . .m

i i

Uniti reconf : UNIT i ERRORS ×BRANCH → BRANCH

∀x · Uniti reconf(x 7→ Branch A) = Branch B

∀x · Uniti reconf(x 7→ Branch B) = Branch B

i

i

Uniti reconf need : UNIT i ERRORS ×BRANCH → BOOL

C

C

C

• C

C C ∧ C C

• C

C C ∧ C < C

• C

C < C

StableMM ⇒ StableUM1
∧ · · · ∧ StableUMm



∀C · In Reconf(C) = TRUE ⇒ ¬StableC

(Reconfig(UM i) = TRUE ∨ last modeUMi
= Off ∨

next targetUMi
= Off) ⇒ StatusUMi

= Unlocked

StatusUMi
= Locked ⇒ (Reconfig(UM i) = FALSE ∧

last modeUMi
6= Off ∧ next targetUMi

6= Off)

evt =̂ lv g R



x := E(v) x E(v)
v x :∈ S x :|

Q(v, x′) S Q(v, x′)
S x′

Q(v, x′)

evti

A(d, c), I(d, c, v), gi(d, c, v) ⊢ ∃v′ ·BAi(d, c, v, v
′)

A I

gi evti BAi d

c v, v′

evti

A(d, c), I(d, c, v), gi(d, c, v), BAi(d, c, v, v
′) ⊢ I(d, c, v′)

A(d, c), BAInit(d, c, v
′) ⊢ I(d, c, v′)



H(d, c, v, w) A(d, c)
I(d, c, v) I ′(d, c, v, w) I I ′

v w

evti

H(d, c, v, w), g′i(d, c, w) ⊢ ∃w′. BA′

i(d, c, w,w
′)

g′i BA′

i w

w′

H(d, c, v, w), g′i(d, c, w), BA′

i(d, c, w,w
′) ⊢ I ′(d, c, v′, w′)

H(d, c, v, w), g′i(d, c, w) ⊢ gi(d, c, v)

gi, g
′

i evti

H(d, c, v, w), g′i(d, c, w), BA′

i(d, c, w,w
′) ⊢ ∃v′.BAi(d, c, v, v

′) ∧ I ′(d, c, v′, w′)

BAi, BA′

i

evti
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Mode Nominal

Failure mode GPS failure without an available spare 

Possible cause Hardware failure 

Local effects Sensor reading is out of expected range. 

Change of GPS status 

System effects Switch to a degraded mode 

Detection Comparison of received data with the predicted one 

Remedial 

action 

Target 

mode 
Precondition Action 

Safe 

A state transition error in 

some of the redundant 

branches in GPS, STR and 

THR. No state transition 

error in the redundant 

branch of RW. 

For each unit other than 

RW, any ongoing unit 

reconfiguration is aborted. 

For each branch in each unit 

other than RW, the status is 

set to Unlocked, and a state 

transition to Off is initiated. 

Insufficient usability of a 

selected redundant branch 

of GPS, STR or THR. No 

branch state transition error. 

No problem on the 

redundant branch of RW. 

OFF 

A state transition error in 

the redundant branch of 

RW. 

For each unit, any ongoing 

unit reconfiguration is 

aborted. For each branch in 

each unit the status is set to 

Unlocked, and a state 

transition to Off is initiated. 

Insufficient usability of a 

selected redundant branch 

of RW. No branch state 

transition error.  



Mode Science

Failure mode PLI failure with an available spare 

Possible cause Hardware failure 

Local effects Sensor reading is out of expected range. 

Change of PLI status 

System effects Switch to a degraded mode 

Detection Comparison of received data with the predicted one 

Remedial 

action 

Target 

mode 
Precondition Action 

Preparation 

No branch state transition 

error. No ongoing unit 

reconfiguration. 

For the nominal branch of 

PLI, the state is set to Off, 

for the redundant branch a 

state transition to Standby 

is initiated. 

Nominal 

A state transition error in the 

redundant branch of PLI. No 

state transition error in the 

redundant branches of GPS, 

RW, STR and THR. 

Any ongoing unit 

reconfiguration in PLI is 

aborted. For each branch 

in PLI the status is set to 

Unlocked, a state 

transition to Off is 

initiated. 

Insufficient usability of a 

selected redundant branch of 

PLI. No branch state 

transition error. No problem 

on the redundant branches of 

GPS, RW, STR and THR. 

Safe 

A state transition error in 

some of the redundant 

branches in GPS, STR and 

THR. No state transition error 

in the redundant branch of 

RW. 

For each unit other than 

RW, any ongoing unit 

reconfiguration is aborted. 

For each branch in each 

unit other than RW, the 

status is set to Unlocked, 

and a state transition to 

Off is initiated. 

Insufficient usability of a 

selected redundant branch of 

GPS, STR or THR. No branch 

state transition error. No 

problem on the redundant 

branch of RW. 

OFF 

A state transition error in the 

redundant branch of RW. 

For each unit, any 

ongoing unit 

reconfiguration is aborted. 

For each branch in each 

unit the status is set to 

Unlocked, and a state 

transition to Off is 

initiated. 

Insufficient usability of a 

selected redundant branch of 

RW. No branch state 

transition error.  



Generic

Mode Manager (MM)

Refines

ES Mode Manager
refinement

GPS Mode Manager
refinement

Refines

Mode Manager (MM)
refinement

Refines

Fault Tolerance 

Mechanisms
(redundant branches)

refinement

Refines

...

PLI Mode Manager
refinement

Refines

Refines

{ 7→ 7→ 7→

7→ 7→ }

{ 7→ }

{ 7→ 7→ 7→

7→ 7→ 7→ }
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event ES_Advance_Partial // mode is advanced 

but target mode is not reached yet 

any p  

where

p ES_MODES

p  ES_next_targ ES_graph

p  ES_next_targ 

last_mode  p ES_mode

flag_ES_rec = FALSE 

then

ES_last_mode  p 

ES_Status fun_ES_status 

     (ES_Reconfig  p  ES_next_targ) 

end

event ES_Mode_Reached // mode is reached 

where

_prev_targ 

last_mode  ES_last_mode ES_mode

last_mode  ES_next_targ ES_mode

last_mode  ES_prev_targ ES_mode

flag_ES_rec = FALSE 

then

ES_last_mode  ES_next_targ 

ES_prev_targ  ES_next_targ 

ES_Reconfig  FALSE 

ES_Status fun_ES_status 

    (FALSE  ES_next_targ   

     ES_next_targ) 

end

∨ ∨

⇒

⇒ ∧ 6= ∧ 6=

:| ∈
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∀ · ∈
⇒ 7→

∀ · ∈
⇒ 7→

∀ · ∈ \
⇒ 7→

event ES_Timeout_Err refines Error_Occurrence  

where

ES_Off

error = No_Error

then

error ES_Timeout_Error

flag_ES_rec fun_ES_rec_need_b 

        (ES_Timeout_Error  ES_branch) 

end

event ES_Reconfig_Start refines Error_Reset 

where

ES_Reconfig = FALSE /\ flag_ES_rec = TRUE 

then

ES_Reconfig  TRUE 

ES_Status Unlocked

flag_ES_rec  FALSE 

error No_Error

ES_last_mode ES_Off

ES_prev_targ ES_Off 

ES_branch Branch_B

end



event MM_Error_Handling refines MM_Error_Handling  

any m u gp  

where

m MODES

No_Error

prev_targ  m Mode_Order

m /\ OFF

m  u ES_mode /\ u 

m gp GPS_mode /\ gp

then

error No_Error

prev_targ  next_targ 

 last_mode  next_targ 

 next_targ  m 

ES_Status fun_ES_status(ES_Reconfig  ES_next_targ  u) 

ES_prev_targ  ES_next_targ 

 ES_last_mode  ES_next_targ 

ES_next_targ  u 

ES_Reconfig  FALSE || GPS_Reconfig  FALSE 

GPS_Status fun_GPS_status(GPS_Reconfig  GPS_next_targ gp) 

GPS_prev_targ  GPS_next_targ 

GPS_last_mode  GPS_next_targ 

GPS_next_targ gp

end
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